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Surveillance Is Not Safety

FACTSHEET: The Dangers of Live Facial Recognition Technology & Cell-Site
Simulators in New Orleans

For the past few months, City Council members Oliver Thomas and Eugene Green have been
working on an ordinance to officially grant New Orleans police and other law enforcement
agencies the full authority to use around-the-clock facial recognition technology and cell-site
simulators to surveil people in public.'?* This dangerous expansion of surveillance technology
would violate our fundamental constitutional rights against warrantless search and seizure, and
threaten the safety, privacy, and civil liberties of residents and visitors to New Orleans.

The work on this ordinance comes on the heels of an alarming May 2025 article that exposed an
undisclosed partnership between the New Orleans Police Department and Project NOLA, a
privately owned and operated network of more than 200 facial recognition cameras that scanned
the faces of countless individuals without their knowledge or consent, compared them against a
list of suspects, and sent potential matches to New Orleans police officers via an app.* This
backdoor partnership persisted for two years despite violating a 2022 city policy that forbids the
use of automated facial recognition technology for ongoing surveillance.” This is just one
example of NOPD’s extensive track record of overreach and discriminatory abuse. And instead
of holding law enforcement accountable, this ordinance will bolster the NOPD’s surveillance
powers and further erode data protections established in 2020, which banned facial recognition,
cell-site simulators, predictive policing, and characteristic tracking software.®’

City Council members Thomas and Green have stated that they are making edits to the ordinance
to ensure that access to facial recognition technology and cell-site simulators includes protections
for civil liberties.® We know that no amount of guardrails can make facial recognition and
cell-site simulators safe for our communities. Surveillance technologies pose a significant threat
to our safety, privacy, and civil liberties — and should be banned outright.
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Why should New Orleans reject any implementation or expansion of live facial recognition
programs, cell-site simulators, and other surveillance technologies?

Guardrails are not sufficiently strong to withstand state and federal laws.

e In a moment when we are witnessing federal agents detaining and deporting thousands of
migrants, even those here legally, without due process, city ordinance protections will not
withstand state and federal laws.’ The mass collection of people’s biometrics and location
information would create a database that could be accessed by State Police, U.S.
Immigration and Customs Enforcement (ICE), and other federal agencies seeking to
harass and target migrants or anyone who is deemed a threat.

e Earlier this year, the Department of Government Efficiency (DOGE) began work on an
inter-agency database that combines data from the Department of Homeland Security
(DHS), the Social Security Administration (SSA), the Internal Revenue Service (IRS),
the Department of Health & Human Services (HHS), as well as voting records.'® It is
impossible to imagine that the data collected in New Orleans won’t be shared and
accessed across agencies, regardless of any legal guardrails.

e ICE has moved aggressively to obtain sensitive data from police and other city
departments, including in places where local officials have been reluctant to hand it
over.'' 12

e A new state law, Act 399 (SB 15), which took effect on August 1, 2025, establishes
criminal penalties for law enforcement officials who decline ICE requests for
cooperation.

Facial recognition technology is highly flawed, amplifies bias, leads to wrongful
criminalization, and perpetuates systemic patterns of racial discrimination.
e Time and again, facial recognition has misidentified people of color, facilitated gender

bias, and led to wrongful criminalization and incarceration. ' '* 16
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e In 2022, law enforcement in Jefferson Parish, Louisiana, used facial recognition
technology to wrongfully jail Randal Reid for two local crimes, despite him never having
set foot in the state.!”

Even the Detroit Police Department confirms that 96% of results are misidentifications.'®
In addition to the flaws in the technology, surveillance cameras are disproportionately
installed in Black and Brown neighborhoods, further increasing the chances that Black
and Brown residents will be targeted and wrongfully criminalized."

Surveillance technology is weaponized to target marginalized communities, workers,
activists, and others deemed a threat by those who employ the technologies.

e ICE is currently using the U.S. Customs and Border Protection’s facial recognition
system, which takes photos of people when they enter or exit the U.S., to target
migrants.”® Congress has never approved this dangerous practice, which demonstrates the
ease with which a single massive biometric database system can be built for one reason
and instantly repurposed for another.

e C(ell-site simulators, also known as Stingrays or IMSI catchers, masquerade as legitimate
cell phone towers, tricking phones within a certain radius into connecting to the device
rather than a legitimate tower. A 2023 report by the Department of Homeland Security's
Office of the Inspector General (DHS OIG) revealed that the United States Secret Service
and U.S. Immigration and Customs Enforcement's Homeland Security Investigations
(ICE HSI) had illegally used cell-site simulators without a court order to obtain real-time
cell phone device locations.!

e Facial recognition and other surveillance technologies are also weaponized against trans
community members,** abortion seekers,* labor movement leaders,* and have been used
to target activists exercising their right to free speech.”
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The costs of this dangerous technology deplete city funding that could be better spent on

education, job creation, and other essential community services.

e This past June, Jefferson Parish, Louisiana, was ordered to pay $200,000 in a civil rights

lawsuit for wrongfully incarcerating Randal Reid due to the use of facial recognition
technology.”® In 2021, the City of Tacoma, Washington, paid $311.607 for improperly
withholding information related to its use of a cell site simulator, which included
hundreds of uses without the court or the public’s knowledge, and on behalf of other
cities and counties.”

e Although there is no definitive national database of litigation and the settled lawsuit
amounts, these cases, along with several high-profile lawsuits, reveal a growing pattern
of civil lawsuits stemming from wrongful arrests due to facial recognition technology and
unwarranted surveillance through cell-site simulators.”®

e In 2024, more than 250 pages of public comments were collected to express community
opposition to a proposed drone surveillance program by the New Orleans Police
Department. As one community resident stated, “/ would much prefer the money be
spent on public transportation, health care, or even fixing the pothole the size of Texas on
my block.” ** Like drones, facial recognition and cell-site simulators are surveillance
technologies that do not offer cost benefits to the community and, in fact, bring
significant harm.

Who Benefits?

e Surveillance technology is a multibillion-dollar industry fueled by the collection,
analysis, and sale of data from a wide range of sources.*

e [Large technology companies, data brokers, government contractors, and private
companies are profiting from surveillance technologies — often deployed without
thorough testing, utilized despite inaccuracies, and dangerously unregulated, with little to
no oversight.

e Numerous reports have uncovered the far-right agenda of these technologies, including
the intention to target immigrants and the political left.*'
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e Historians and academics, including the author of Dark Matters, Simone Browne, have
documented how modern surveillance is rooted in the violent practices used to track and

monitor the movement of enslaved Africans during chattel slavery.** Over time,
surveillance has evolved from Lantern Laws, Branding, Runaway Slave Ads, and other
violent practices to today’s pervasive tech weapons deployed by police systems in
partnership with private corporations.

Recommendations

It is the job of our elected officials to protect our freedoms, defend our dignity, and keep us
safe. The only way to protect New Orleans and its visitors is to prevent the implementation of
tech surveillance weapons in the first place. New Orleans was once at the forefront of protecting
its residents and visitors from tech surveillance when it adopted Ordinance 33201 in December
2020, banning facial recognition, cell-site simulators, predictive policing, and characteristic
tracking software.”> Although this ordinance was revised in 2022 to allow law enforcement
access to facial-recognition technology when investigating violent crimes after they have
occurred, New Orleans has never authorized the use of around-the-clock facial recognition
technology or cell-site simulators for ongoing surveillance. Moving to expand this dangerous
technology further would be steps backwards in keeping NOLA safe, and would put our entire
community in serious and unwarranted risk.*

It is incumbent on local elected officials to do everything in their power to prevent more sources
of harmful data collection and instead move to expand protections against surveillance and
infringement of people’s freedom.

Community members are clear on their position on surveillance tech and recommend:™*

e No introduction of any ordinance considering the implementation or expansion of live
facial recognition technology, cell-site simulators, or any other surveillance technology.
An assessment and expansion of current protections against surveillance in New Orleans.
The reallocation of funds away from surveillance tech and towards community needs like
education, housing, and supporting workers in the tourism industry.

32 Browne, Simone. Dark Matters - On the Surveillance of Blackness. 2015.

33 Eye on Surveillance, https://eyeonsurveillance.org/program/ordinance
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3% Granger, Chris and Edith Romero. “Guest column: Expanding facial recognition is a bad move for New Orleans. Here's why.” NOLA.com, 15
August 2025,

https://www.nola.com/opinions/guest_columns/politics-new-orleans-technology/article 6ce49381-3323-4b67-9¢e1e-575f91361595 . html#tncms-so
urce=opinion-featured.
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About Us

This factsheet was compiled by Eye on Surveillance, Fight for the Future, and Medialustice,
based on years of documentation, research, and analysis of surveillance expansion across the
United States.



